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SCALL Institute 2021 
Data Privacy in the Age of the Cloud 

Selective Bibliography & Webography 

The following sources do not constitute anything approaching a comprehensive bibliography on 
the various subjects of the SCALL Institute 2021 but rather is a list of selected articles, books, 
book chapters, websites, etc. for further reading and study. 

This reading list was compiled by David L. McFadden, Senior Reference Librarian, Southwestern 
Law School & Jenna Pontious, Public Services Librarian, Riverside County Law Library from 
sources provided by the speakers.  

 

 

Keynote: The End of Privacy: Regulating Covert Intelligence in the Age of Surveillance 
Capitalism 
By Dr. Asaf Lubin 
 
Books: 
 

• RUSSELL BUCHAN, CYBER ESPIONAGE AND INTERNATIONAL LAW (2019). 
• SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM: THE FIGHT FOR A HUMAN FUTURE AT THE 

NEW FRONTIER OF POWER (2019). 
• JULIE COHEN, BETWEEN TRUTH AND POWER: THE LEGAL CONSTRUCTION OF INFORMATIONAL CAPITALISM 

(2019). 
 
Articles: 
 

• Alan Z. Rozenshtein, Surveillance Intermediaries, 70 STAN. L. REV. 99 
(2018), https://www.stanfordlawreview.org/print/article/surveillance-intermediaries/  

• Jonathan Mayer, Government Hacking, 127 YALE L.J. 490 
(2018), https://www.yalelawjournal.org/article/government-hacking  

• Ari Ezra Waldman, Privacy Law’s False Promise, 97 WASH. U. L. REV. 773 
(2020), https://openscholarship.wustl.edu/cgi/viewcontent.cgi?article=6386&context=l
aw_lawreview  

 
Blogs and Other Publications: 
 

• Asaf Lubin, SolarWinds as a Constitutive Moment: A New Agenda for the International 
Law of Intelligence, JUST SECURITY (Dec. 23,  2020),      
https://www.justsecurity.org/73989/solarwinds-as-a-constitutive-moment-a-new-
agenda-for-the-international-law-of-intelligence/.  

https://www.stanfordlawreview.org/print/article/surveillance-intermediaries/
https://www.yalelawjournal.org/article/government-hacking
https://openscholarship.wustl.edu/cgi/viewcontent.cgi?article=6386&context=law_lawreview
https://openscholarship.wustl.edu/cgi/viewcontent.cgi?article=6386&context=law_lawreview
https://www.justsecurity.org/73989/solarwinds-as-a-constitutive-moment-a-new-agenda-for-the-international-law-of-intelligence/
https://www.justsecurity.org/73989/solarwinds-as-a-constitutive-moment-a-new-agenda-for-the-international-law-of-intelligence/
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• STEPHEN P. MULLIGAN, ET AL., CONG. RSCH. SERV., R45631, DATA PROTECTION LAW: AN OVERVIEW 
(2019),  https://fas.org/sgp/crs/misc/R45631.pdf 

• SUNNY JITEN SINGH, THE U.S. INTELLIGENCE ENTERPRISE AND THE ROLE OF PRIVATIZING INTELLIGENCE, 
(2019) (Recanati-Kaplan Fellowship Series, Harvard Kennedy School Belfer Center), 
https://www.belfercenter.org/sites/default/files/files/publication/PrivateIntel%20-
%20final.pdf  

• JONATHAN ZITTRAIN ET. AL., DON'T PANIC: MAKING PROGRESS ON THE "GOING DARK” DEBATE (2016) 
(Berkman Klein Center for Internet and Society Scholarly 
Article), https://dash.harvard.edu/handle/1/28552576  
 

Videos & Websites: 
  

• The SolarWinds Hack,  NSI LIVE (Dec. 16 
2020), https://www.youtube.com/watch?v=y13SxicCM7U 

• Spy Merchants, AL JAZEERA (Apr. 10, 2017), 
https://www.aljazeera.com/program/investigations/2017/4/10/spy-merchants 

• Privacy International Explainer Videos: 
o What is Privacy https://www.youtube.com/watch?v=zsboDBMq6vo  
o Communications Surveillance https://www.youtube.com/watch?v=RJpmbQTuItE 
o Data Protection https://www.youtube.com/watch?v=VUae3XgIZVU  
o Metadata https://www.youtube.com/watch?v=xP_e56DsymA 
o Big Data https://www.youtube.com/watch?v=HOoKhnvoYkU  
o Government Hacking https://www.youtube.com/watch?v=XirPqlVwMzs 
o Data Exploitation https://www.youtube.com/watch?v=8CKJtfLV6HU  

 
 
 
Privacy in 2021 and Beyond 
By Diana Iketani Iorlano 
 
Laws: 
 

• California 
o California Consumer Privacy Act of 2018, ch. 55 (Cal. 2018), 

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180A
B37 

o California Privacy Rights and Enforcement Act of 2020 (initiative), 
https://oag.ca.gov/system/files/initiatives/pdfs/19-
0017%20%28Consumer%20Privacy%20%29.pdf 

• Illinois 
o Biometric Information Privacy Act, 740 Ill. Comp. Stat. 14/, 

https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004&ChapterID=57 
 

https://fas.org/sgp/crs/misc/R45631.pdf
https://www.belfercenter.org/sites/default/files/files/publication/PrivateIntel%20-%20final.pdf
https://www.belfercenter.org/sites/default/files/files/publication/PrivateIntel%20-%20final.pdf
https://dash.harvard.edu/handle/1/28552576
https://www.youtube.com/watch?v=y13SxicCM7U
https://www.youtube.com/watch?v=zsboDBMq6vo
https://www.youtube.com/watch?v=RJpmbQTuItE
https://www.youtube.com/watch?v=VUae3XgIZVU
https://www.youtube.com/watch?v=xP_e56DsymA
https://www.youtube.com/watch?v=HOoKhnvoYkU
https://www.youtube.com/watch?v=XirPqlVwMzs
https://www.youtube.com/watch?v=8CKJtfLV6HU
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Websites: 
 

• Brazil  
o Lei Geral de Proteção de Dados Entra em Vigor [General Data Protection Law 

Comes into Force], SENADO FEDERAL (Sept. 18, 2020, 16:09), 
https://www12.senado.leg.br/noticias/materias/2020/09/18/lei-geral-de-
protecao-de-dados-entra-em-vigor (news about the General Data Protection Law 
with links to the text). 

• California 
o California Consumer Privacy Act (CCPA), STATE OF CAL. DEP’T OF JUST. 

https://oag.ca.gov/privacy/ccpa (last visited Feb. 16, 2021) (Cal. Attorney 
General CCPA page). 

• Europe 
o General Data Protection Regulation, INTERSOFT CONSULTING, https://gdpr-info.eu/ 

(last visited Feb. 16, 2021) (quick access to GDPR and link to official text). 
 
Articles: 

• Diana Iketani Iorlano, What is the CCPA and Why Should Litigators Care?", CAL. LITIG. 
(Vol. 33, no. 1, 2020) 

• Sara Morrison, California’s New Privacy Law, Explained, VOX (Dec. 30, 2019, 6:50 PM), 
https://www.vox.com/recode/2019/12/30/21030754/ccpa-2020-california-privacy-law-
rights-explained  

• Move Over, CCPA: The California Privacy Rights Act Gets the Spotlight Now, BLOOMBERG 

LAW (Nov. 16, 2020, 1:00 AM), https://news.bloomberglaw.com/privacy-and-data-
security/move-over-ccpa-the-california-privacy-rights-act-gets-the-spotlight-now  

Podcast: 

• Understanding Data Laws GDPR & CCPA with Evan Goldstein, ONE SIGNAL (Nov. 28, 2019), 
https://onesignal.com/blog/podcast-understanding-gdpr-ccpa/  

 
 
CCPA and CPRA Litigation and Enforcement 
By Purvi G. Patel 
 
Websites: 

• The California Consumer Privacy Act, MORRISON FOERSTER  
https://www.mofo.com/special-content/california-consumer-privacy-act/ (last visited 
Feb. 16, 2021) (CCPA Resource Center) 

https://www12.senado.leg.br/noticias/materias/2020/09/18/lei-geral-de-protecao-de-dados-entra-em-vigor
https://www12.senado.leg.br/noticias/materias/2020/09/18/lei-geral-de-protecao-de-dados-entra-em-vigor
https://gdpr-info.eu/
https://www.vox.com/recode/2019/12/30/21030754/ccpa-2020-california-privacy-law-rights-explained
https://www.vox.com/recode/2019/12/30/21030754/ccpa-2020-california-privacy-law-rights-explained
https://news.bloomberglaw.com/privacy-and-data-security/move-over-ccpa-the-california-privacy-rights-act-gets-the-spotlight-now
https://news.bloomberglaw.com/privacy-and-data-security/move-over-ccpa-the-california-privacy-rights-act-gets-the-spotlight-now
https://onesignal.com/blog/podcast-understanding-gdpr-ccpa/
https://www.mofo.com/special-content/california-consumer-privacy-act/
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• California Consumer Privacy Act (CCPA), STATE OF CAL. DEP’T OF JUST. 
https://oag.ca.gov/privacy/ccpa (last visited Feb. 16, 2021). 

Articles: 

• California Consumer Privacy Basics, PRIV.  RTS.CLEARINGHOUSE (Jan. 6, 2020), 
https://privacyrights.org/resources/california-consumer-privacy-act-basics 

• California’s Privacy Law Goes Into Effect Today. Now What?, WIRED (Jan., 1, 2020, 7:00 AM, 
https://www.wired.com/story/ccpa-guide-california-privacy-law-takes-effect/  

• California Rings In The New Year With A New Data Privacy Law, NPR (Dec. 30, 2019, 9:00 
AM), https://www.npr.org/2019/12/30/791190150/california-rings-in-the-new-year-
with-a-new-data-privacy-law 

• Lindsey Tonsager & Danielle Kehl, New California Laws, Prop 24: Alters Key Parts of 
Existing California Privacy Law, L.A. Daily J., Jan. 6, 2021 (special report). 

Books: 

• MARK RUSSO, THE 2020 CALIFORNIA CONSUMER PRIVACY ACT (CCPA) DEFINITIVE GUIDE: AN APPLIED 

SOLUTION USING NIST 800-171 (2019). 
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